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ESTABLISHMENT OFFICER _ ! GOVERNMENT OF INDIA
B A DD N e ARY ot 7@ DEPARTMENT OF PERSONNEL & TRAINING
Fax : 23063142 | MINISTRY OF PERSONNEL, PUBLIC GRIEVANCES.
AND PENSIONS
NORTH BLOCK, NEW DELHI - 110001
Dated, the 3"April, 2015
To

Cadre Controlling Authorities,
(as per the enclosed list.}

Sir/Madam,

As you are aware, recording of Performance Appraisal Report is undertaken
annually as it provides the basic and vital inputs for development of an officer. The
PARs of All India Services and other Group ‘A’ Central Services’ officers are written as
per schedule/timelines enshrined in the relevant rules of the Service. The Performance
Appraisal Reports not recorded within prescribed schedule/timelines are treated as
‘time barred’ and where dates are not indicated by the officer reported upon,
reporting/reviewing/accepting authority, such PARs are taken on record assuming that
these would have been recorded in time and dates were left inadvertently. Instances,
however, have been coming to the notice where such gaps are exploited by ante-dating
self assessment or remarks being left undated intentionally,

2. With a view to address these issues, online reporting was introduced with effect
from 1st April, 2014 for the assessment year 2013-14 in respect of IAS officers on pilot
basis. For this, an application christened as SPARROW (Smart Performance Appraisal
Report Recording Online Window) was developed by NIC based on the
inputs/comments of all stakeholders. During the year 2013-14, 5150 PARs were
generated online. Out of these, a substantial number of PARs were completed online
and reached the respective dossier of officers in SPARROW. Cadre Controlling
Authorities, officers concerned and DoPT can access these dossiers and dewnload the
PARs as per the requirements. Thus in addition to addressing the unsavory practices of
ante-dating, remarks being left undated intentionally, followmg advantages have also
accrued as a result of online recording:

(a)  More probity and transparency in recording of PARs,
(b)  Noloss of PARs in transition.
(c}  Better monitoring and timely completion.

(d) Easyand immediate access to the dossiers by unauthorized users.
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2.

3. Considering the success of online reporting in respect of 1AS officers, it is
proposed to roll out online filing to other two All India Services and Group ‘A’ Central
Services participating in Central Staffing Scheme to address similar issues.

4. The Cadre Controliing Authorities are, therefore, requested to obtain approval of
Competent Authority and simultaneously make preparations as indicated in annexure |
for introduction of online recording. Demonstration of the operation and functioning of
SPARROW is proposed to be organized separately, for which a communication would
be sent in due course. The software can be tweaked/customized by NIC as per the
requirement of the Services based on their feedback/inputs.

5. Meanwhile to begin with, all Members of the Service may be sensitized to get NIC
email id and password as access to the application would be through NIC-email id
which would have to be registered first. In order to authenticate the PAR, each
officer fauthority involved in the channel of reporting would have to be
issued/provided Digital Signature. Letter of Secretary (DEITY) about the launch of
eSign-which is an online service without using physical dongles that offers application
service providers the functionality to authenticate signers and perform the digital
signing of documents using Aadhar e-KYC service, is also enclosed as annexure I

6. i would request the Departments to get in touch with the Controller of Certifying

Authorities, DEITY and project the requirements for issue of Digital Signature to its
officers. A line of confirmation of the follow up on above would be highly appreciated.

With regards,

Yours sincerely,
' ~

\ NN

(Rajiv Kumar)

EOQ and AS

Copy to: ].S.(E)
I.S.(AT & T)




ANNEXURE |

List of activities (or application to become operational

COMPONENT

PRE RhQUISl: '15

APPLICATIO

3 to 6 are to be notified with {'1 I}t"al]_{]l(ltl‘ and nnt:ly the I MI) M(nulpo
their responsibilities as per
following.,

Principal Secretary

Custodian (GAD/Personnet/Appointments) for the

{Primmary or State Government o Responsible to generale PARS

sometimaes referred and averall responsibilities of Require DSC
to as Lthe Nisdal or the cadie,

Olfiger)

| JSEadmin ) in Central ministries
Any odticial perlforming the € ustodian
Role on hehalf of Custodian

o Allermate lunctionary who will

Custlodian perform the role of the
(Alrernate —_— o Custodian Require RSC
Functionary) |ht?‘ .llu-z{ |ﬁmlt3 IunLl]f:mny 13 |cquI1| ed Lo
; he identified 1o perform the role in the
absence of Custodian, . o L
» tpdate all infornation regardiag
the Officials who will be part of
3 AT
EMD Manager Official posted ]'I] A(I_minfI.Csl;-lblishmvllt . Eli'cr;[t‘il::1‘:1{!"?:nﬂ}l’i'icia}s s, D5C not

/ ur Concerned Section required

o Updation ol record as result of
transfer/promotion/
superannuation ete.

oy o L . Lo [35C
PAR Manager Any official rom the concerned division o Create channel of reporting for Not
Anage who will update the channel of reporting the Officials
- R _Lmandatory |

Note:

The list of activities las been prepired hased on the implementation ol SPARROW and the recarirements
may vary as per the actual software which would be developed by NIC for the Service.
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Sereti T Doveranent of lndia
. S Menstiy of Canmunications &
bisterrincition lechnology
Depariment of Flectronics &
intonmation fechnology (Deity)

DO No, 1L‘,[()él-}/i?.U]f-'!---(lCA[Pl.fl]
A0t February, 2015

Dear Secretary,

The Office of CCA s been st ap wnder the Information

Technalogy () Act, 2000 (0 Lactuare  the Electironie Signatie
covironment and the lunelions of Coertilying Avthoritics (CA). More
than 90 Jalch Digital Signatue Cerlifientes (DSC) have been issued by
these CAs. These DSCs are bemge wsed in a namber of applications
nchuding Real Time Gross Scitlement System & Structiired Financial
Messaging Svstenn of (he K31, filing of compay returns wilthh the
Minisiry o Corporane Allatrs, diling of Income Tax returns, issuc of
Heport/export licenses by DGET, clProcioement, shore frading and by
the Booking Agcnts for tadian Railways omong others,
2 lFor oblaining o DSC, o persun’s adentity verification is a
mandatory requirement. The verilication Process s currently paper-
Dased, which 15 oan tmpeditoent 1o scaling up the usage ol this facitity
to o Lrge segment of the population. Morcover, reuircrnent ol a PIPS
comphant token (o gencration of SIETUres is also o lengthy process.
A simple touse online serviee s recuired (o allow cveryone (o have (he
ability 1o digitally sigh electronie documents.

3. CRIEN 1S A ontine service thal can bhe integrated within various
service dehivery applicntions o facilitate digitally signing o document
by an Aacdhaare holder, 1 s designed for applying Digital Signature
using avthentication of constmer Huoough Aadhaar authentication
and ¢ RKYC serviee, The kev generition and document SiENIng s an
integral part ol the single process.

A The esSien Service s froposed 1o be luimched in near future,
This s expected to resull i aquantum teap i the way cilizens
mieraet with the Government for availling cGovernance Services,

O A copy ol the Brochure that has been prepaved nr this regard is
allached for vour information, Further details of the service can be
visited athitlp:/ Jecugov.in/ esion |

b T s Hhealh Al i CERIE T DY TR B mony/ Eleciranics Niketan G, C.G.0 Comptex, Mow Detli-1106073
Teb  OFRIASR00 1 - Vi 24553194 « amail secralarymit.govin




6. [ reguest you o consider integration of ehign inlo applications
that are already aperational or in the pipetine in your Department.
Any query on this can be routed 1o Shei T A Khan (infodicea.gov.in),
Controller of Cortifying Authorities, in this departinent.

With repnrds,

Yours sincerely,

A

(RS Sharmaj

el As above,
To

Secretaries of Al Ministries/ Depariments, Government ol India,
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eNign — Online Digital Signature Service

[ntroduction

Currently personal digital signaturee requires person’s wentity verification and issunnee of USR dongle having
private key, secured with a password/pin. Ciirrent scheme ol physieal veriheation, docament based identity
validation, and issmance of physical dongles does not seale (o a billion people. Tor oflering {ully paperless
cilizen services, mass adoption of digital signature is necessary. A stmple to use online service is required (o
allow everyone to have the ability o digitally sign electronic documents.

The eSign Service

eSignis an online service that can be integrated within various service delivery applications via an-open AP
to facilitate digitally signing a document by an Aadhaar holder. 1 is designed for applying Digital Signature
using authentication of consumer through Aadhaar authentication and e-K YO service.

salient Features

L .

< Nave cost and time B Aadbianr Y C based antlentication

o improve nser convenienee = Mandatory Aadbaar 1D

w Easy w apply Digital Siznature < Bionetric or TP (optionatly with PINY hased
auihenticition

< Verifiable Sigmatures and Signatory 9 Flexible and fas integration with application

% Lepally recagnized “ Suitable for individual, busivess qind
Government

o Managed Dy Licensed (' Ay S AP subseription Model

= Priviecy concerns addressed o Dntegrity with o complede andit truil

% simple Signature verification s Bimediate destruction of keys after usage

% Shord validity certiflicaies % Noliey storage and key prodection cancerns.

e Easy and secare way to digitally sign information anywhere, anytime - eNign s an online service
without using physical dongles that offers application service providers the unctionality (o authenticate
stgners and perforn the digital signing of documents using Aadhaar e-K YC service.

Facilitates legally valid signatures - cSign process involves consumer consent. Digital Signature
Certilicate generation, Digital Signature creation and allixing and Digital Signature Certificate acceptance
in accordance with provisions of Information Technolopy Acl. It enforce compliance, through API

specification and licensing model of APls and comprehensive digital audit trail is established to confirm
the validity ol transactions, are also preserved.

Flexible and easy (o implement - eSign provides configurable autlentication optiens in line with
Aadhaar e-KYC service and also record Aadhaar id to verily the identities of signers. The sighature
option mcludes biometric or OTP authentication (optionally with PIN} through a regisiercd mobile in the
Aadhaar database. ¢Sign enabics millions of Aadhaar holders an easy way (o access fegally valid Digital
Signature service,

Respecting privacy - eSign ensure the privacy ol the consumer by submitting onfy the thumbyprint (hash)
of the document for signature function instead ol whole document.

Secure online service - The eSign Service is governed by c-authentication guidelines. While
authentication of the signer is carried oul using Aadhaar e-K YC, (he stgnature on the document is carried
out on a backend server, which is lhe e-Sign provider. cSign services are offered by trusted (hird party
service provider, currently Cerlitying Authorily. Lo enhance the seeurity and prevent imisuse, certiftcale
holder privale keys are created on Hardware Sccurity Module (HSMY and destroyed immediately after
one lime usage.




How eSign Works

uSign Qverview
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eSign AP and Galeway - eSign Application Programming Interlaces (APIs) deline the major
architectural components and alse describe the format and elements of communication amony, the stake
holders like Application Scrvice Provider, Cerlilying Authorities, ‘Trusted Third patties, Aadhaar ¢-KYC
service and Application Gateway. T'his Standard eSign enable Application Service Providers to tniegrate
eSign APLin their Application with lexs sflorl, CPAC is functioning, as eSign Gateway provider.

Who and where can ase eSign - cSign have Hexible subseription Model Tor individual users, isiness
entities and Governments, eSign based on O (optionally with PIN} level anthentication is stilable where
risks and consequences of data compromise are low but they are not considered to be ol major signilicance.
eSign based on Biometrie (Fingerprint/lris) fevel authentication idea! for and risks and consequences ot data
compromise are moderate. This may nclude ransaetions having substantial monetary value or risk of fraud,
or involving access to privane information where the likelihood ol malicious access is substantial.

Use Cases- eSign online Plectronic Signature in Applications

eSipn online Flectronic Signatire Service can be elfeetively used in scenarios where signed documents are
reguired be submitted to Service Providers- Governient, Public or Private sector. The agencies which stand
(o henelit from offering eSign online elecironic signatures are those that accept large number ol documents
from users. Some applications which can use eSign for enhaneing services delivery are the following:-

Apphication for driving ficence renews
“Appligation for bicthi paste iniritag
Application [or ixsuance, reissue
Applicdtion for new-conhegtion
Application forms for course ¢
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CONTROLLER OF GERTIFYING AUTHORITIES
5, CGO Complex, Electionics Milceslan, Lodhi Road, New Peli-110 003
E-mail: info@eca gov.in Websita: W CCEL GOV N




	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7

