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ESTABLISHMENT OFFICER 
& ADDITIONAL SECRETARY 

Tel. : 23092370 
Fax : 2303142 

To 

Dated, the (April, 2015 

Cadre Controlling Authorities, 
(as per the enclosed list.) 

Sir/Madam, 

As you are aware, recording of Performance Appraisal Report is undertaken 
annually as it provides the basic and vital inputs for development of an officer. The 

PARs of All India Services and other Group 'A' Central Services' officers are written as 
per schedule/timelines enshrined in the relevant rules of the Service. The Performance 
Appraisal Reports not recorded within prescribed schedule/timelines are treated as 

time barred' and where dates are not indicated by the officer reported upon, 

reporting/reviewing/accepting authority, such PARs are taken on record assuming that 
these Would have been recorded in time and dates were left inadvertently. Instances, 

however, have been coming to the notice where such gaps are exploited by ante-dating 

self assessment or remarks being left undated intentionally. 

2. 	 With a view to address these issues, online reporting was introduced with effect 
from 1st April, 2014 for the assessment year 2013-14 in respect of IAS officers on pilot 

basis. For this, an application christened as SPARROW (Smart Performance Appraisal 
Report Recording Online Window) was developed by NIC based on the 

inputs/comments of all stakeholders. During the year 2013-14, 5150 PARs were 
generated online. Out of these, a substantial number of PARs were completed online 
and reached the respective dossier of officers in SPARROW. Cadre Controlling 

Authorities, officers concerned and DoPT can access these dossiers and download the 
PARs as per the requirements. Thus in addition to addressing the unsavory practices of 
ante-dating, remarks being left undated intentionally, following advantages have also 

accrued as a result of online recording: 

More probity and transparency in recording of PARs. 

No loss of PARs in transition. 

Better monitoring and timely completion. 

Easy and immediate access to the dossiers by unauthorized users. 



3. Considering the success of online reporting in respect of IAS officers, it is 

proposed to roll out online filing to other two All India Services and Group 'A' Central 
Services participating in Central Staffing Scheme to address similar issues. 

4. The Cadre Controlling Authorities are, therefore, requested to obtain approval of 

Competent Authority and simultaneously make preparations as indicated in annexure I 

for introduction of online recording. Demonstration of the operation and functioning of 

SPARROW is proposed to be organized separately, for which a communication would 

be sent in due course. The software can be tweaked/customized by NIC as per the 

requirement of the Services based on their feedback/inputs. 

S. 	 Meanwhile to begin with, all Members of the Service may be sensitized to get NIC 

email id and password as access to the application would be through NIC-email id 
which would have to be registered first. In order to authenticate the PAR, each 

officer/authority involved in the channel of reporting would have to be 
issued/provided Digital Signature. Letter of Secretary (DEITY) about the launch of 

eSign-which is an online service without using physical dongles that offers application 
service providers the functionality to authenticate signers and perform the digital 
signing of documents using Aadhar e-KYC service, is also enclosed as annexure II. 

6. 	 I would request the Departments to get in touch with the Controller of Certifying 
Authorities, DEITY and project the requirements for issue of Digital Signature to its 

officers. A line of confirmation of the follow up on above would be highly appreciated. 

With regards, 

Ypprs sincerely, 

(Rajiv Kumar) 
EO and AS 

Copy to: J.S.(E) 
J.S.(AT & T) 



ANNEXURE I 

List of activities for application to become operational 

COMPONENT ACTIVITY 

PRE-REQUISITES ..,1, N IC eMoil his to all Meint)et's of Service who will be part o f 
APPLICATION 

2. Provisioning of Digital Signature Certificate (OS(:) to all officials. 

ROLES IN THE, APPLICATION 

= 	 .... 

3. of official who shall i/et'forin the role of PAR Custodian 
. 

[Of Nodal OfficerY . 
 . 

ii. Identify the alter ri,ito litortionaitto the Custodian and notil 

5. Designate and notify PAR Milllanir 	 ' 	  

G. Designate. ,iiiil itt n tity (lie EMI) M,111,11 ,,er 3 to b are io be notified with 
their respoilsihiliiit's as per 
following. 

palkiblli 

What Is the Responsibility 

Whether 
1/Igital 

Signature 
Certificate 

Required or 
Not 

WhOINIIIP Role 

Raley aria thalr 
••••••,,. .i.E . 	 • 

• 

Principal Seri Nary 

(GAD/Personnel/Appointments) Por the 

State Govern meat  

01 

flidadmin ) in Central 

Any liffirial pet liwining the. Cu stud 

Role on behalf - of Custodian 

The alternate I without' y Is !COW! UtI to 
lie i ien(iIinl to IWO unn Die role in Ow 

absence of Custodian. 

• Responsible to generaie PARS 

and overall responsibilities id 

the cadre 

• AD(.111.110 lunctimiary who will 

pet limn the role of the 

Custodian 

• Update all ffilinimation regarding 

the Officials who will be part of 

APPLICATION 

• Creating of non-otticials ids. 

• Dictation of record as reSIIO ii 

Ll'allIdel'/O1'1»1100011/ 

superannuation  etc. 

• Create channel of reporting for 

the Officials 

Official 'misted in Admin/Establisliment 

/ ur Concerned Section 

Any official from the concerned division 

who will update the channel of reporting 

DSC 

Not 

mandatory 

EMD Manager 

PAR Manager 

Note: 

The list of activities has been prepared based on the implementation of SPARROW and the requirements 

may vary as per the actual software which would be developed by NIC for the Service. 

Custodian 

( Primary of 

someffines referred 

in as OW Nodal 

Olikei ) 

Custodian 

(Alternate 

Functionary) 

Require DSC 

Require DSC 

D S C not 

required 
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recit ie I you to consider integration 01 cSign 100 applications 

that are already operational or in the pipelimi in your Department. 

Any query on this an be rowed to Shri T A Khan (into(illecia.gov ,in), 

Controller or Certifying Aulhorilics, in this clupartment. 

With rrgi 

Yours sincerely, 

(I2S Sharma) 

As above, 

To 

Sucretin cs of All Ministric4 Departments Governmcnt of India.  



SOIT COSI 1111(i nine 
improve iiscr convenience 
I. 	 l 1pply Digital Siguaiiire 

Verifiable Signatures and Signatory 

Legally rectignized 

Managed by licensed ( 'As 

Privacy C011eerlIS 

Simple Signature verification 
Shori 

*:*Vmlha.ln 	 Al C based a iillieniitaill/11 
hlandatory Amnia:n.11) 

BioIlleirie or Oil' (option illy  woh PINT based 
1111111C1Illeati011 

flevihte and hest illustration will, implication 
e.• Suitable for individual, business and 

(.0Ver11111(911 

\ PI subscription Model 
*:* 	 Integrity with a complele audit trail 

Immediate. destrucliell of keys slier usage 

No key sloraktand key protection concerns.  • 

111 titan 
Feint !N V of 1..1101.1111 	 aurns R illtt11111,1[11111 1. I 

	
I) 

[ )1t.111111vIli all it' n Hi macs s, 11114111,i,1110(1 l echuoloyV 
r`litIC1111 , / r11 	 lilly1111; ALINit)111.14' 

eSign Online Digital Signature Service 

Introduction 
Currently personal digital signature requires person's identity WI illusion and issuance of 1 lSkt dongle Jawing 

privale key, secured with a password/pin. Current scheme of physical volt hcation, document based identity 

validation, and issuance of physical dongles does not scale to a billion people. for °tiering fully paperless 
citizen services, [MISS adoption or digital signature is necessary. A simple to use online service is required to 
allow everyone to have the ability to digitally sign electronic documents. 

'The eSign Service 
eSign is an online service That can he inlegrated wilhin various service delivery applications via an open API 

to facilitate digitally signing a document by an Aadhaar holder. It is designed for applying Digital Signature 

using authentication of consumer through Aadhaar authenlicat ion and e-KYC service. 

Salient features 

Easy and secure way to digitally sign information anywhere, anytime - eSign is an on ine service 

without using physical donates that offers application service providers the functionality to t UthelltiCate 
signers and neuron]] ihe (Uglier signing of documents using Aadhaar e-KYC service. 

• Facilitates legally valid signatures - eSign process involves consumer consent, Digital Signature 
Certificate generation, Digital Signature creation and affixing and Digital Signature Certificate acceptance 

in accordance with provisions of Information Technology Act. It enforce compliance, through API 

specification and licensing model of APIs and comprehensive digital audit trail is established to confirm 
the validity of transactions, are also preserved. 

Flexible and easy to implement - eSign provides configurable authentication options in line with 

Aadhaar e-KYC service and also record Aadhaar id to verily the identities of signers. The signature 

option includes bionic:Ric or aft authentication (optionally with PIN) through a regisiered mobile in the 

Aadhaar database. eSign enables millions of Aadhaar holders an easy way to access legally valid Digital 
Signature service. 

• Respecting privacy - eSign ensure the privacy ofthe consumer by submilth g only the thumbprint (ha sh  
of the document for signature function instead or whole document. 

Secure online service - 	 eSign Service is governed by thauthentication guidelines. While 
authentication of the signer is carried out using Aadhaar e-KYC, the signature on the document is carried 

out on al backend server, which is the e-Sign provider. eSign services ale offered by trusted third party 

service provider, currently Certifying Authority. ho enhance the security and prevent misuse, certificate 

holder private keys are created on I lardware Security Module (1-ISM) and destroyed immediately idler 
one time usage. 
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eSign API told Gateway - CSigu Application Programming hilerlbces (APIs) depot the major 

architectural components and also describe the format and elements of communication among the stake 

holders like Application Service Provider, Certifying Authorities, Trusted Third parties, Aadhaar eiiKYL 

service and Application Gateway. This Standard eSign enable Application Service Providers to integrate 

eSign API in their Application with less effort. (I)AC Is funetioni up as eSign Gateway provider. 

Who ;Ind where can use eSign - eSign have Ilexilde subscription Model for individual users, business 

entities and Governments. eSign based or' OTP (optionally with PIN) level (tinheihication is suitable where 

risks and consequences of data chinpromise are low but they are not considered to he of major significance. 

eSign based on filumetric (fingerprint/Iris) level authentication ideal for and risks and consequences of data 

compromise are moderate. Phis may include transactions having substantial monetary value or risk of fraud, 

or involving access to private information where the likelihood of malicious access is substantial. 

ItNe C'ases - eSign online Electronic Signature in Applications 

eSign online [lei:Ironic Signature Service can be effectively used in scenarios where signed documents are 

required he submitted to Service Providers- Government, Public or Private sector. rlite agencies which stand 

to benefit (loin offering eSign online elect ronic signatures are those that accept large number or documents 

from users. Some «optical ions which can use eSign Ihr enhancing services delivery are the following:- 
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Member of Parliament 

Application thrtlecount opening tin hank and r)t.;t office 	 : 

3 Application Icy dlrvurg licence renewal, vehicle veer:iridium 

3 Application for bh th, caste, inarriage,incoine t,:ertiligrate etc . 	 ,.." 

3 Application for issuance, ieissue 

3 A ppl iehition for new comet:lion 

e Application forms for cause enrolment and 

s(  Submission of parliamour questitals 	 , 

CONTROLLER OF CER FITTING AU 111012111ES 
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